INAMSTKA
JIJII OBYUAIOIIUXCS OB HH®OPMAIIMOHHOM BE3OIACHOCTH
JNETEN

HEJIb35

1. Bcem mopapsin cooOmiaTh CBOIO YacTHYIO MH(MOpMAIUIO (HACTOSIIHUE WM,
dbamuinio, TenedoH, aapec, HOMEp IIKOJbIL, a Takxke Qororpaduu cBou, CBOEH
CEMbH U JIpy3eil);

2. OTkpbIBaTh BJIOXEHHBIE (DAMIIBI IEKTPOHHOW MOYTHI, KOTr/a HE 3HaCllb
OTIIPaBUTEIIS;

3. I'pyOutsb, npuauparbes, OKa3blBaTh JAaBJIECHUE - BECTU ce0sl HEBEXKIIMBO U
arpecCcuBHO;

4. He pacmopspkaiicsi IeHbraMd TBOEH ceMbH 0e€3 pa3perieHus CTapiimx -
BCErJla CIpalnBa poaUTEIICH;

5. He Bctpeuaiics ¢ THTEpHET-3HAKOMBIMY B PEaJIbHOM JKU3HHU - TOCOBETYMCS
CO B3pOCIJIBbIM, KOTOPOMY JOBEPSECIIb.
OCTOPO’KHO

1. He Bce numryt npaBay. Yuraews o cede HenpaBay B MIHTEpHETE - cO00mM
00 ATOM CBOUM POJIUTEIISIM WJIU ONEKYHAaM;

2. IlpurnamaroT nepenuchiBaThCs, UrpaTh, 0OMEHUBATHCSA - IPOBEPD, HET JIU
10/IBOXA;

3. HezakonHoe konupoBanue ¢aiinos B IHTepHETE - BOPOBCTBO;

4. Bcerma pacckasbpiBail B3pOCIbIM O MpoOieMax B CETH - OHU BCeErna
IIOMOT'YT;

5. Vcnonb3yii HacTpOKu 0€30MacHOCTH U MPUBATHOCTH, YTOOBI HE OTEPATH

CBOM AKKAYHTbI B COLICCTAX U JPYTUX MMOpTAIAX.

MOXHO
1. YBaxkaii 1pyrux noib30BaTeiei;
2. Ilonp3yembess MHTEpHET-UCTOYHUKOM - AENAl CChUIKY Ha HETO;
3. OTKpbIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;
4. OOmarecs 3a TOMOILBIO B3pOCIABIM - PpOJIUTENH, OMNEKYHbl U

AIMUHUCTpaLMA CalTOB BCCraa MOMOryT,



5. Ilpoiinu 00yuenue Ha caiite "CeTeBUYOK" 1 MOIy4YH mactnopT HUGpPOBOTo

rpakJaaHuHa!

NHOOPMALIMOHHASA TAMATKA
JJISA OBYYAIOIUXCS 1A PASMEIIEHUSA
HA OOPNIHUNAJIBHBIX UTHTEPHET-PECYPCAX

C Ka)XIpIM TOJIOM MOJIOJICKH B UHTEPHETE CTAHOBUTHCA OOJIBIIIE, a IIKOJIbHUKH
OJIHU U3 CaMbIX aKTUBHBIX N0JIb30BaTelel Pynera. Mex 1y TeM, HTOMUMO OTPOMHOTO
KOJIMYECTBA BO3MOXHOCTEHW, MHTEPHET HECET W MpOOJieMbl. DTa MaMsTKa JIOJKHA
MoMo4b TeOe 0€30acCHO HaXOAUTHCSA B CETH.

KoMmnbrorepHbie BUPYChI

KoMmnproTepHblid BUPYC - 3TO Pa3sHOBUIHOCTh KOMIBIOTEPHBIX IPOTPaAMM,
OTJIMYUTENIBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomnonHeHue Kk 3TOMy, BUPYChl MOTYT MOBPEAUTH WU MOJHOCTHIO YHUYTOXKUTh
Bce (pailsibl U JaHHbIE, MOJKOHTPOJbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOTo Obliia
3amyllleHa 3apa)K€HHas MporpaMMa, a TakyKe MOBPEIUTh WIM AaXXe YHUYTOKUTh
OTIEpallMOHHYIO CHCTEMY CO BceMHu (haiiamMu B 11esioM. B OOJIBIIMHCTBE CiTy4yaeB
pacpoCTpaHsIOTCS BUPYChI Uepe3 UHTEPHET.

MeTobl 3a1IUThI OT BPEAOHOCHBIX IPOrPAMM:

1. Mcnonb3yil COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIIHNE CEPbE3HBIN
YPOBEHB 3aIIUThI OT BPEIOHOCHBIX MPOTPAMM;

2. IlocrossHHO ycTaHaBiauBaid madyTH (UMQPOBBIE 3aIUIaTKU, KOTOPHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C LIETbIO JIOPAOOTKH MPOrpaMMbl) U JpYyrue
OOHOBJICHUS CBOCH OTEepaIMOHHON crucTeMbl. CKauyuBaii HX TOJIHKO C OUIIUATEHOTO
caiita pazpadbotruuka OC. Ecnu cymiecTByeT pekuM aBTOMaTHYECKOr0o OOHOBJICHUS,
BKJIIOYH €T0;

3. Pabotaii Ha cBoeM KOMIBIOTEpE TIOJI TpaBaMU IMOJIH30BATENs, a HE
aJIMUHUCTpAaTOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
MHCTAJUTUPOBATHCS. HA TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

4. Hcnonws3yldi aHTUBHUPYCHBIE MPOTPAMMHBIE TPOAYKThI H3BECTHBIX

IIPOU3BOMUTENEH, C aBTOMAaTUUYECKUM OOHOBJIIEHUEM 0a3;



5. Orpannyb GU3HYECKUI TOCTYT K KOMIIBIOTEPY JIsi HOCTOPOHHHUX JIULL;

6. Mcnonp3yil BHENIHME HOCUTENW MH(pOpMalMU, Takue Kak Quienika, AUCK
WK Qaill U3 UHTEpHETa, TOJBKO U3 MPOBEPEHHBIX UCTOUHUKOB;

7. He oTkpbiBall KOMIBIOTEpHBIE (hailyibl, MOJyYEHHbIE U3 HEHAJIEXKHBIX
UCTOYHUKOB. Jlaxke Te (ailyipl, KOTOpbIe MPHCIAl TBOK 3HAKOMBIN. Jlydile yrouHu

y HETo, OTIPABJIsUI JIU OH TeOe UuX.

Cetn WI-FI

Wi-Fi - 310 He BUA miepeaun JaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIL OpeHI,
mapka. Eme B 1991 roay Humepianjckas KOMIAHUS 3apervCTpUpoBaia OpeH]I
"WECA", urto o6o3navyasio cioBocoueranue "Wireless Fidelity", xoTopsbrit
MIEPEBOIUTCS Kak "OecpoBOHAS TOYHOCTH'".

Jlo Hamero BpeMeHHU Jolia apyras ad0peBuaTypa, KOTopas SBISIETCS TaKou
e TexHoiorueu. Oto abOpeBuarypa "Wi-Fi". Takoe Ha3zBanue ObUIO JaHO
CHAMEKOM Ha CTaHJIapT Bbiciied 3BykoBoi TexHuku Hi-Fi, uro B mepeBome
O3Hayaer ""BBICOKAsi TOYHOCTh'.

Jla, GecriaTHBIM WHTEPHET-IOCTYN B Kade, OTENIX M a’pomnopTax SIBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIX0J1a B HHTEPHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, YTO
obmenoctynubie Wi-Fi ceTu He aBst0TCS O€30MaCHBIMH.

CoBeTbl 10 6€30macHOCTH PaOOTHI B 00IIEOCTYTHBIX ceTax Wi-fi:

1. He nmepenaraii cBoro JuuHyr0 uHopMaiuio yepes oomieaoctynubie Wi-Fi
cetu. PaboTtas B HUX, JKeJIaTeJIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JOTUHBI U KaKue-
TO HOMEPA;

2. Ucnonb3yil © OOHOBISIH aHTUBUPYCHBIE MpOrpaMMmbl U Opanamayep. Tem
CaMbIM ThI 00€30IaCHIIlb Ce0s OT 3aKaYKH BHpPYycCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonpzoBanuu Wi-Fi otkmroun Gynkuuro "OO0muit qoctyn k daiaam
u npuHtepam". J[aHHass (QyHKIMS 3aKphITa O YMOJYaHHUIO, OJHAKO HEKOTOPBIE
MOJIb30BATENIM aKTUBUPYIOT €€ JIJIsl y1I00CTBa UCTIONb30BaHUs B paboTe min yuebe;

4. He wucnonp3yét nyOnumuneii WI-FI i mepemauum JUYHBIX JaHHBIX,
HaIpuMep JJIsl BBIXOJIa B COLIMAIbHBIE CETH WM B AJICKTPOHHYIO MOYTY;

5. Wcnonw3yi#t Toapko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP,

T.€. Ipu Habope BeO-anpeca BBoAU uMeHHO "https://";



6. B mMoOunbHOM Tenedone orkimoun ¢yHkuuioo "llonkmouenne k Wi-Fi
aproMarnuecku". He nomyckail aBTOMAaTHYE€CKOTrO MOJKIIOYEHUS YCTPOMCTBA K

cetssM Wi-Fi 6e3 TBoero coriacus.

CounanbHble ceTH

CouuanbHbie CETH aKTUBHO BXOST B HAIIly KU3Hb, MHOTHE JIFOJIU padOTAIOT U
JKMBYT TaM IIOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MUJUIHAP] YEIIOBEK,
YTO SIBJISICTCS OJHOM CEIbMOM BCEX JKUTENICH IIaHEThl. MHOIHEe MOJb30BaTEIN HE
MOHUMAIOT, YTO MH(OpMaIMs, pa3MelIeHHAss UMU B COIUAIBbHBIX CETSIX, MOXKET
OBITh HalJicHA W HCMOJb30BaHA KEM YTOJHO, B TOM YHCIIE HE 00s3aTelbHO ¢
OJIaruMU HaMEpPEHUSIMU.

OcHOBHBIE COBETHI IO 0€30MAaCHOCTH B COIMANILHBIX CETIX:

1. Orpanuds cIMCOK Apy3eil. Y TeOsi B APYy3bsAX HE JOJDKHO OBITh CIyYalHBIX
1 HE3HAKOMBIX JIIOJICH;
2. 3amuiai cBOIO 4acTHYIO ®U3Hb. He ykasbiBaii mapoiu, TenedoHsl, aapeca,
JaTy TBOETO POXICHUSI U JPYTyI JIMYHYIO WH(OpMAIUIO.

310YMBIIUICHHUKUMOrYT HCHOb30BaTh fake HHPOPMAIMIO O TOM, KaK Thl H TBOH
POAMTENN TIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amuinaii CBOK pemnyTaIuio - ASPKH €€ B YUCTOTE U 3aj]aBaii cede BOMpoc:
XO0TeJ1 Obl Thl, YTOOBI IPYTHE MOJI30BATEIN BUEIH, YTO Th 3arpyxkaeiib? [logymait,
MPEXKJIe YeM UTO-TO OMyOJIMKOBATh, HAMIMCATh U 3arPYy3UTh;

4. Eciu Thl TOBOPHILb C JIIOJIbMU, KOTOPBIX HE 3HACIlb, HE UCIOJb3YyH CBOE
peajgbHOe UMS U APYTYIO JIMYHYI0 UH(OPMALMKU: UMS, MECTO JKUTEJIbCTBA, MECTO
y4eObl U Ipoyee;

5. N36erait pasmenienus Qororpaduii B IHTEpHETE, T/Ie Thl M300paKeH Ha
MECTHOCTH, 110 KOTOPO MOKHO OMPEAETUTH TBOE MECTOIOIO0KEHUE;

6. Ilpu perucrtpauuu B COIUAIBHONW CETH HEOOXOAUMO HCIIOIb30BaTh
CJIOKHBIE MApOJIU, COCTOsIIME U3 OYKB U IIU(Dp U ¢ KOJIMYECTBOM 3HAKOB HE MEHEe
8;

7. Jlng comuanbHONW CETH, TOYTHI M JPYTUX CAMTOB HEOOXOIUMO
UCIIOJIB30BaTh pa3Hble Mapoiu. Toraa eciau Tedsi B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH

mojaydar JOCTYII TOJIBKO K OAHOMY MCCTY, 4 HC BO BCC Cpa3y.



JIeKTPOHHbIE 1€HbI U

DNEeKTPOHHBIC JIEHBIU - ATO OYEHb YJIOOHBIM CMOCO0 TIaTexed, OJHAKO
CYLIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TU JCHBIU.

DONeKTpOHHBIE JEHBI'M MOSABWINCH COBCEM HEJIaBHO M MMEHHO M3-3a 3TOTO BO
MHOTHX TOCYAapCTBaX JI0 CHUX MOP HE MPOIMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM (QYHKIIMOHUPYIOT U O HUX y’K€ MIPOIUCAHO B 3aKOHE, IIe UX
pa3lensioT Ha HECKOJIbKO BUJOB - aHOHUMHBIE M HE aHOHUMHBbIEe. Pa3Huiia B ToMm,
YTO aHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcs MPOBOAWUTH oOmepanuu 0e3
UACHTU(UKAIIMY TI0JIb30BATEINs, 3 B HEAHOHUMHBIX MJIEHTU(UKALIKS 101b30BaTENs
ABIIIETCS 0053aTEIbHOM.

Taxxe cremyer pasiauuaTh OSJEKTPOHHbIE (uaTHble JeHBIM (paBHBI
rOCyJapCTBEHHBIM BaNIOTaM) W JJIEKTPOHHbIE HedHuaTHbIE NEHbIH (HE pPaBHBI
rOCy/IapCTBEHHBIM BaJlOTaM).

OcHOBHBIE COBETHI 110 6€30MacHON PabOTe € AINEKTPOHHBIMU JICHbraMU:

1. ITpuBsixu K cyeTy MOOUIIBHBIN TernedoH. ITO caMblil yTOOHBIN U OBICTPBIN
crioco® BOCCTaHOBHUTH NOCTYyN K cyery. IlpuBsi3aHHBIN TeaepOH MOMOXKET, €clu
3a0yJelb CBOM IUIATEXHBIM Mapoiib WM 3aiJielllb Ha CalT ¢ HE3HAKOMOIO

YCTPOKCTBA;



2. Hcnonwe3yil onHopa3oBble maponu. llocrme mepexona Ha yCHUIICHHYIO
aBTOpHU3alui0 TeOe yxke He OyJeT yrpokaTh ONacHOCTh KpaKu WJIM IepexBara
IJIATEKHOTO MapOJIs;

3. BeiOepu cnoxHblii mapoisb. IIpecTtynHukam OyJeT HE HpOCTO yraaarhb
CJIOKHBIN Maposib. HagexHple maposu - 3TO Mapoiu, KOTOPbIE COAEPKAT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B C€0s1 CTPOUYHBIE U MPOMUCHBIE OYKBBI, IUPPHI U HECKOJIBKO
CUMBOJIOB, TaKuM€ KaK 3HaK Jojiapa, (yHTa, BOCKJIMIATEIbHBIA 3HAK U T.IL
Hanpumep, $tROng!;;

4. He BBOZM CBOM JIMYHBIC JAHHBIC HA CalTax, KOTOPBIM HE JOBEPSCIIb.

DJIeKTPOHHAS MOYTA

DNEeKTpPOHHAS TMOYTa - 3TO TEXHOJOTHS U MPEJOCTaBISIEMbIE €10 YCIYTH MO
NEPECHUIKE U MOJYUYEHHUIO JIEKTPOHHBIX COOOIEHUN, KOTOPBIE paclpeiesioTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO DJIEKTPOHHBIA TOYTOBBIM SIIHUK BBITJISIAUT
CJIEIyIOITUM 00pa3oM: UMs_TOJb30BaATENA(@WUMS_ToMeHa. Takke KpoMe repeaadn
POCTOT0 TEKCTA, UMEETCS BO3MOXKHOCTh TMepe/1aBaTh (ailiibl.

OcHOBHBIE COBETHI IO 0€30MacCHOM paboTe € IAEKTPOHHON OUTOI:

1. Hamo BwIOpaTh mpaBUJIbHBIA IIOYTOBBIM CepBHC. B HHTEpHETE ecTh
OTPOMHBIN BBIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlle JOBEPSATH TEM,
KO0 3HACIIb U KTO MEPBBINA B PEUTUHTE;

2. He yka3piBaii B JIMYHOU MOYTEe JUUHYIO0 HHpopMaluio. Hampumep, myurie
BbIOpaTh "My3bIKaIbHbIN _(panat@" unum "pok2013" BmecTo "Ttemal3";

3. Hcnonp3yid ABYX3TAHYK AaBTOPU3ALMIO. JTO KOTJa MOMUMO MapoJs
HY>KHO BBOJUTH KOJI, TPUChUIaEMBbIN 10 SMS;

4. BoeiOepu CI0XKHBIA Mapoib. J[JIs KakI0ro IMOYTOBOTO SITUKA JTOKEH OBITH
CBOM HAJICKHBII, YCTOMYUBBIN K B3JIOMY NapOJb;

5. Ecnm ectb BO3MOXKHOCTH HalKCaTh CaMOMYy CBOM JIMYHBIA BOIIPOC,
WCIIOJIb3YH 3TY BO3MOXKHOCTB;

6. Hcnomb3yil HECKOJBKO TOYTOBBIX SIIMKOB. [lepBwlii [ YacTHOM
MEPEINUCKU C aJpecaramMu, KOTOPBIM Thl JOBEpSCIIb. JTO AJIEKTPOHHBIN ajapec He
HAJI0 UCTIOIBH30BaTh MPU PETUCTPAIIMHN Ha opyMaxX U CalTax;

7. He oTkpeiBail Qailnbl U Apyrue BIOKEHUS B MUCbMaxX, JaXXe €ClId OHH



IOPUILIM OT TBOUX Apy3eil. JIyuiie yTouyHu y HUX, OTHPABISUIN JIM OHU TeOE 3TH

(bhaiisr;



8. Ilocne oxoH4yaHMs pabOTBI HA TOYTOBOM CEpPBHUCE NEPEN 3aKPBITUEM

BKJIQJIKU C CAUTOM He 3a0yab HaxaTh Ha "BeiidTh".

Ku6epOy1jmHr njim BUPTyajibHOE U31€BATEIbCTBO

KubepOynmauHr -  mpecieioBaHHE€  COOOUIEHUSIMU,  COJIEP KAIUMHU
OCKOpOJIeHHS, arpeccuio, 3aIyTUBaHUE; XYJINTaHCTBO; COLIMAIbHOE
OOMKOTHPOBAHUE C MOMOLIBIO PANIUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00PLOE C KHOEPOYIUTUHIOM:

1. He Gpocaiics B 60#. JIyummii crioco0: TOCOBETOBATHCS Kak ceOst BECTH W,
€CJIM HET TOro, K KOMY MOKHO OOpaTHThCS, TO BHayaje yCHOKOUThCS. Ecnmu T
HayHElIb OTBEYAaTh OCKOPOJCHUSIMU Ha OCKOPOJIEHHUS, TO TOJBKO elle OOoJbIle
Pa30MOKEIIb KOH(IJIUKT;

2. Ynpansit cBoel kubeppemnyTaiuei;

3. AHOHHUMHOCTH B c€TH MHUMas. CyIlIeCTBYIOT CHOCOOBI BBISICHUTh, KTO CTOHUT
32 AHOHUMHBIM aKKayHTOM;

4. He croutr BecTH XyJNuTraHCKUWA oOpa3 BHUpPTyallbHOW >ku3HU. MHTepHer
¢ukcupyeT Bce TBOM JACWUCTBHUA M COXpaHSET HX. YJaIUTh UX OyneT KpaiiHe
3aTpyAHUTENBHO;

5. CoOmroail CBOIO BUPTYAIbHYIO Y€CTh CMOJIOJNY;

6. Hrnopupyii eaumHudHBI HeratuB. OJXHOpPA30BbIE OCKOPOUTEILHBIC
COOOIIEHHUS JTyullle UTHOpUpoBaTh. OOBIUHO arpeccus MpeKpaiaeTcss Ha HaYaIbHON
CTaJluH;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTIHOBEHHBIMU COOOIIEHUSMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXXHOCTb OJIOKMPOBKM OTIPABKU COOOLIEHUH C
ONPENIEIICHHBIX aJPECOB;

8. Ecau o1 cBugerens kubepOysuinHara. TBOM AEHCTBUS: BBICTYIIUTH MPOTUB
IpecieaoBaTens, MOKa3aTb €My, YTO €ro JEWCTBUS OLEHUBAIOTCA HETAaTHBHO,
HoJIIepKaTh KEPTBY, KOTOPOW HyXHa IICHUXOJIOTMYECKas IOMOIb, COOOIIUTH

B3pOCIBIM O (PaKTe€ arpeCCUBHOTO NMOBEACHUS B CETH.

MooOunabHbIi Te1e()oH

CoBpemeHnHbIe cMapT(hOHBI U TUIAHIIEThI COJEpKaT B ce0e BIIOJIHE B3POCIbIN



GyHKIIMOHAN, W TENmepb OHU MOTYT KOHKYpHUpPOBAaTh CO CTallMOHAPHBIMU
KoMIibroTepamMu. OTHAKO, CPECTB 3AIUTHI I TTOI00HBIX YCTPOUCTB MOKAa OYEHb
Mano. TecTUpoBaHME M TIOMCK VYSA3BUMOCTEM B HHUX TMPOUCXOAUT HE Tak
MHTEHCUBHO, Kak 115 [1K, To e camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIe MOOUITbHBIE Opay3ephl yKe MPaKTUYECKU JOTHAIN HACTOJIbHBIE
aHaJoru, OJHAKO paciupeHue ¢QyHKIMOHANIA BJEYEeT 3a COO0OH OOJbIIYIO
CJIO’KHOCTb U MEHBIIYIO 3allIUIIIEHHOCTb.

Jlaieko He BCe MPOU3BOJIUTENM BBINYCKAIOT OOHOBJICHMS, 3aKPbIBAIOIIME
KPUTHYECKHUE YSA3BUMOCTH JIJIsi CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /ISl 0€30MACHOCTH MOOMIBHOTO Tele(oHa:

Huuero He sBisieTcs Mmo-HacToAlIeMY O€CIUIaTHBIM. Byab OCTOpOXeEH, Belb
Korja Tebe mpeaiaraloT 0ecIuiaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUIATHBIE YCIIYTH;

Hymaii, npexae yeM otnpaButh SMS, (poTo niau Buaeo. Thl TOYHO 3HACIID,
r7ie OHU OyyT B KOHEUHOM UTOTE?

Heo6xo1umMo 0OHOBIATE ONMEPAIIMOHHYIO CUCTEMY TBOETo cMapT(oHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JIsI MOOMIIBHBIX TEIE(POHOB;

He 3arpyxail npuiioXeHus OT HEM3BECTHOTO MUCTOYHHMKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MPOrpaMMHOE 00ECIIEYEHHE;

[Toce Toro kaxk Thl BBIMMEIIL C CaiTa, II€ BBOJAWJ JUYHYIO MH(OpMaIuio,
3aiiIM B HACTPOMKM Opay3epa U yaaiu cookies;

[lepuoguyecku mpoBepsiid, KaKUe IMJIATHBIE YCIYyTH aKTUBUPOBAHBI Ha TBOEM
HOMeEpE;

JlaBaii cBoil HOMEp MOOWJBHOTO TenepoHa TOJIBKO JIOJSM, KOTOPBIX ThI
3Haellb U KOMY JOBEPSEIIb;

Bluetooth nmomxen ObITh BBIKIIIOYEH, KOTJa Thl UM HE MoJb3yeuibcs. He
3a0bIBail HHOTIa TPOBEPSTH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOUYHBIE, 3aXBATHIBAIOIINE Pa3BICUCHUS,
O00BEIUHSIONINE COTHU THICSY YEJIOBEK M0 BceMy Mupy. Mrpoku uccneayror 1aHHbIl
UM MUD, OOLIAIOTCS APYT C APYTOM, BBITMIOTHSIOT 33/IaHUS, CPAKAIOTCS C MOHCTPAMHU

M 1IOJYy4arOT OIIBIT. 3a YAOBOJBCTBHUC OHH ILIATAT: IMOKYIAIOT AWUCK, OIINIAYMBAIOT



a0OHEMEHT WJIM NPUOOPETAIOT KAKUE-TO OILIMH.

Bce atu cpencrBa uayT Ha NOAJEPKAHUE U PA3BUTHUE UTPHI, & TAKXKE HA caMy
0€30MacHOCTb: COBEPILIEHCTBYIOTCSI CUCTEMBI aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE
naTu (Lu@poBbIE 3aIUTATKH I IPOTPaMM ), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogo0HBIX Urpax CTOUT omacaThCsi HE CTOJIBKO CBOUX COMIEPHUKOB, CKOJIBKO
KpaXku TBOETO MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3ALUU OOJBIINHCTBA
urp.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT'0 AKKAYHTA:

1. Ecnu npyroit urpok BemeT ceOs TUIOXO WIIA CO3/aeT Tebe HENMPHUSITHOCTH,
3a0JI0KHPYH €ro B CIIUCKE UTPOKOB;

2. IToxanyiics aAMUHHACTPATOPaM UIPHl Ha IUIOXOE MOBEJAECHUE 3TOr0 UIPOKA,
YKEJIATEIIbHO NPWIOKNTH KAKME-TO TOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3bIiBaii muunyto uHpopMaruio B podaiisie urpsl;

4. YBaxal Apyrux y4aCTHHKOB IO UTPE;

5. He ycranaBnuBaii HeoduIMaaIbHbIC TATYU U MOJIBI;

6. Mcnonib3yil CIIOKHBIE U Pa3HBIE MTAPOJIN;

7. Jlaxxe BO BpeMsl UTPbI HE CTOUT OTKJIIOYATh aHTUBUpPYC. [IoKa ThI urpaems,

TBOW KOMITBIOTEP MOTYT 3apa3uTh.

@OUIIMHT UM KPaXKa JNYHBIX JAHHBIX

OOBIYHOI KpaXkell IeHer U JOKYMEHTOB CETrO/IHs YK€ HUKOTO He YJUBHUIIb, HO
C pa3BUTHEM WHTCPHET-TEXHOJOTUNA 3JIOYMBINTUICHHUKHA TICPEMECTHIINCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "TIOOUMBIM" JIEJIOM.

Tax mosiBUIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIIUHT,
IJIaBHAsl 1I€7b KOTOPOTO COCTOMT B TOJNYYCHHH KOH(MDHICHIIMAIBHBIX JTaHHBIX
M0JIb30BaTENIeH - JJOrMHOB U maposeil. Ha anrnmiickom si3pike phishing unraercs
kak ¢pumuHr (0T fishing - peiOHas noBis, password - mapob).

OcHOBHBIE COBETHI 110 OOPKOE ¢ PUITHHTOM:

I. Cnenmn 3a cBOMM akkayHTOM. EciM ThI 1OJ03peBaciiib, 4YTO TBOS aHKETa
Obly1a B3JIOMaHa, TO HE00XO0IUMO 3a0JIOKHPOBATH €€ U COOOIIUTh aIMUHUCTPATOPAM
pecypca 00 3TOM KaK MOYKHO CKOPEe;

2. Ucnonw3yi Oe3omacHble BeO-CaiiThl, B TOM YHUCJIE, HHTEPHET-MAarasuHoOB U



MOMCKOBBIX CUCTEM;

3. Hcrnonb3yil ClOXHBIE W pa3HbIe Mapoyiu. Takum obOpazoM, eciu Tebs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJy4YaT JOCTYH TOJbKO K OJHOMY TBOEMY
npo(UIIIO B CETH, @ HE KO BCEM;

4. Ecam T1e0s B3jIOMalld, TO HEOOXOAUMO MPEAyNpPEeIUTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE JOOABJIEHBI Yy T€OsI B APY3bAX, O TOM, UTO T€OS B3JIOMaJH H,
BO3MOYKHO, OT TBOETO HUMEHH OYJIET pacChUIaThCA CTIaM M CCHUIKHM Ha (DUITUHTOBBIC
CaWThI;

5. YcranoBu HanexHbii mapois (PIN) Ha MoOubHBIHN TenedoH;

6. OTKII0YM COXpaHEHHUE MapoJis B Opaysepe;

7. He oTkpwiBail Qailnbl U Jpyrue BIIOKEHUS B MHUCbMax, JaK€ €CIH OHHU
MPUIILIA OT TBOUX Jpy3eil. JIydrie yTouyHu y HUX, OTHPABISUIN JIU OHU TeOe 3TH

(baibl.

Hudposasi penyrauus

[udposas penyranus - 3T0 HEraTUBHAS WU O3UTUBHASI HHPOPMALIMS B CETU
o tebe. Kommpomerupytromas wHbOpManmsi, pa3MeIIeHHas B UHTEPHETE, MOXKET
CEpbE3HBIM 00pa3oM OTpa3UThbCsl Ha TBOEH peanbHON xu3HU. "Lludposas
penyTanus” - 3T0 TBOW UMUK, KOTOPBIA (popMUpYyeETCs U3 HHPOpPMALIUU O TeOE B
UHTEPHETE.

TBoe MecTo KuTeNbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHUE, OCOOECHHOCTH
XapakTepa U pacckas3bl O OJU3KUX - BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue NOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyONMKaluu JUYHON
uHpopmanuu B MHTEepHETE, HE MOHUMAasl BO3MOXHBIX MociaeAcTBUU. Thl naxe He
CMOXeEIIb J0rafaThcsi O TOM, 4TO ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTajia
IPUYMHON OTKa3a NPUHATH TeOsl Ha paboTy.

KomMmmenTapuu, pa3menienure TBoux Gororpaduii u gpyrue 1eiMCTBUS MOTYT HE
VCYE3HYTh XK€ II0CIIE TOTO, KaK Thl UX yAAIUIIb. Thl HE 3HACIIb, KTO COXPAHWII
3Ty HH(OpMaIHIO, IToNaia I OHa B IOMCKOBBIE CUCTEMbI U COXpPaHWJIACh JIU OHA, a
TJIaBHOE: YTO MOAYMAIOT O TeOe OKpYXKAlOIIHe JII01, KOTOpble HaWIyT U YBUISAT
3T0. HaliTu uHOpMaIi0 MHOro JIET CIYCTS CMOXET JI000H - Kak U3 JOOpbIX

noOyXACHUI, TaK ¥ C HAMEPEHUEM IPUYUHHUTD BpEJl. DTO MOKET OBITh KTO YTOJIHO.



OCHOBHBIE COBETHI 110 3aLIUTE HUPPOBOM peNmyTaLUU:

1. ITonymaii, mpexkae yeM 4To-To MyOJMKOBAaTh U TIepenaBaTh y ce0s B Oyiore
WA B COLMAJILHOM CETH;

2. B mnacrtpoiikax mpouis yCTaHOBH OTpaHHYEHHUS Ha MPOCMOTP TBOETO
npoduIs U €ro COACPKUMOT0, ClIeNIaid ero TOIbKO "I apy3eit”;

3. He pa3memiaii u He ykasblBail HH(OpPMAIUIO, KOTOPasi MOXKET KOro-1nbo

OCKOPOJIATH WIIH OOMKATh.

ABTOpCKOeE IpaBo

CoBpeMEHHbIE  IIKOJIbHUKM - AKTUBHBIE II0JIb30BATENU  LU(PPOBOTO
npoctpaHcTBa. OJHAKO [aleKko HE BCE 3HAIOT, YTO MOJb30BAHME MHOTUMU
BO3MOXHOCTSIMU  IippoBoro  mMmpa  TpeOyeT  coONroAcHUS  TpaB  Ha
UHTEIJIEKTYaJIbHY0 COOCTBEHHOCTb.

Tepmun "UHTEIIEKTyalibHasi COOCTBEHHOCTBH' OTHOCUTCS K pPa3IUYHbIM
TBOPEHHUSM YEJOBEUECKOr0 yMa, HayMHas C HOBBIX H300pETEHH U 3HAKOB,
0003HayaroUX COOCTBEHHOCTh Ha MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTAMH,
dororpadusiMu, KHHOPUIBMAaMU U MY3bIKaAJIbHBIMH ITPOU3BEACHUSIMH.

ABTOpCKHME TpaBa - 3TO IpaBa Ha HMHTEJUIEKTYaJbHYIO COOCTBEHHOCTh Ha
IIPOU3BEJCHUS HAYKHU, JTUTEPATypbl U UCKYCCTBA. ABTOPCKHE MpaBa BBHICTYNAIOT B
KayecTBe TapaHTUU TOTO, YTO HMHTEIEKTYyaJbHbII/TBOPUECKUI TPYJ aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeUIMBbIE BO3MOYKHOCTH 3apaboTaTh Ha
pe3ynbTaTax CBOETr0 TpPyAd, MOJIYYUTh W3BECTHOCTh M mpu3HaHue. Hukro 0Oe3
paspenieHuss aBTOpa HE  MOXET  BOCIPOM3BOAUTH €r0  IIPOU3BEICHUE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATH, MPOAABaTh, HMIIOPTUPOBATH,
nycKaThb B NPOKAaT, MyOJIMYHO HCHOJHATH, MOKA3bIBATH/UCIIONHATL B 3QUpE WIH
pa3Mmeniats B IHTepHeTe.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOro 00ecreyeHus MOXKET IPUBECTH
K MHOTMM pUCKaM: OT NOTE€PH JAAHHBIX K TBOMM aKKayHTaM /10 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TJIe yCTaHOBJIEHA HeNlerajibHas mporpamma. He ctout Takke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETANIbHBIC U OeCIIaTHBIE TPOrPaMMBbI, KOTOPHIE MOKHO HAMTH B

CCTH.



O nopraJie

CeteBUUOK.pQ - TBOI TTaBHBIN COBETYMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTU B CETH TMOHSATHBIM U JIOCTYIHBIM SI3BIKOM, a NP BO3HUKHOBEHUU
KPUTHYECKON CUTyalluu OOpaTUTHCS 3a COBETOM. A TakKe MPUHSITh Yy4acTHUE B

KOHKYpCaX M CTaTh CaMbIM ITU(POBBIM IpaskIaHUHOM !



IMAMSATKA JJ151 POAUTEJEN Ob HHOOPMAIIMOHHOM
BE3OINACHOCTH JIETEN

Omnpenenenue TepmuHa "uHGOpMaMOHHAs 0€30MaCHOCTD ACTeH" CONEePKUTCS
B DenepampHom 3akoHe N 436-O3 "O 3ammre npereld ot uHGOPMAIINH,
NPUYUHSIONIEH Bpel UX 3J0POBBI0 U Pa3BUTHUIO", PEryJIUPYIONIMM OTHOIICHHUS,
CBSI3aHHBIC C 3alUTON AeTel OT MHQPOpPMAIUU, TPUUUHSIONIEH Bpel UX 30POBBIO
u (wm) paszutuio. CornacHo JaHHOMY 3aKoHY "wH(popMmarmoHHas 6€30mMacHOCTb
neter" - 3TO COCTOSIHME 3alllMIIEHHOCTH, MPHU KOTOPOM OTCYTCTBYET PHCK,
CBS3aHHBIA C TPUYMHEHUEM WHPOpMANMEH Bpeaa WX 3J0pPOBbI0 U (WIIH)
bu3nUecKoMy, ICUXUYECKOMY, JYXOBHOMY, HDABCTBEHHOMY Pa3BUTHIO.

B cuny ®@enepansuoro 3akona N 436-03 undopmanueit, npUUUHSIIONIEH Bpea
3I0POBBIO U (MJIM) Pa3BUTHIO JETEH, SIBJIICTCS:

1. undopmanus, 3anpeiieHHas 1Jis pacpoCTPaHEHUS CPEaU IETel;

2. wuHdopmMalus, pacupoCTpaHEHHE KOTOPOM OrpaHUYEHO Cpeau JeTen
ONPEICICHHBIX BO3PACTHBIX KATETOPHUH.

3. K wundopmanuu, 3ampenieHHON I pacnpoCTpaHEHUsS Cpeau AeTeH,
OTHOCHUTCS:

4. wuubopmanus, mnoOyXkjaromas JAeTel K COBEPIICHHIO JICWCTBHIA,
MPEACTABISAIONINX YTPO3Y UX KU3HU U (WJIH) 3J0POBBIO, B T.4. IPUUMHEHUIO Bpeia
CBOEMY 3JI0POBBIO, CAMOYOHICTBY;

5. cmocoOHOCTh BBI3BATh Y JIeTEH >KeJaHUE YHNOTPEOUTh HAPKOTHYECKUE
CpPEACTBa, IMCHUXOTPOMHbIE W (WIW) OJypMAaHUBAIONIUME BEIIECTBA, TabauyHbIC
U3JICNINSI, AJKOTOJBHYIO U CIHPTOCOAEPKAILYIO MPOAYKIUIO, MUBO U HAIUTKH,
M3TOTaBJIMBAEMbIC HA €70 OCHOBE; MPUHSAThH YUaCTHE B a3apPTHBIX UTPAX, 3aHUMATHCS
MPOCTUTYIUEHN, OPOISKHIUECTBOM MJIH TIOTIPOIITAMHIYECTBOM;

6. 000OCHOBBIBAIOIIASI WJIM OINPABJIbIBAIOIIAS TONMYCTUMOCTb HAacHIUs U (WIJIH)
YKECTOKOCTH JIMOO MOoOykKAaroias OCYIIECTBIISITh HACWIHCTBEHHbBIC JEUCTBUS IO
OTHOILICHHIO K JIFOASIM U dKUBOTHBIM,;

7. oTpularomias ceMeWHble LEHHOCTH M (GOpMHPYIOLIas HEYBaXKE€HUE K
pOIUTENAM U (WIN) APYTHM YJIEHAM CEMBU;

8. ormpaBIbIBaAIOIIAsI IPOTUBOIIPABHOE MTOBEICHUE;

9. comepxariasi HELIEH3ypHYIO OpaHb;
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10. coaepxkaiast uHGopMaIMio TOpHOTrpadhUIECKOTo Xapakrepa.

K wunHbpOpManmm, pacmpocTpaHeHHE KOTOPOW OTPaHUYEHO Cpeau JAeTei
OTIPEJICIICHHOI'0 BO3PACTa, OTHOCUTCA:

1. uadopmarusa, mnpeacTaBisieMas B BHIEC H300paXCHUS WIH OINWCAHUS
KECTOKOCTH, (PU3UYECKOr0o U (WUJIM) MCUXUYECKOTO HACHIIUS, MPECTYIUICHUS WU
MHOT'0 aHTHOOIIECTBEHHOTO JEHCTBUS;

2. BBI3BIBAOIIAS Y JIETEH CTpax, y>Kac WM MaHUKY, B T.4. IPEJICTaBIseMas B
BUJIE M300paKEHMSI WJIM ONMUCAHUSA B YHIDKAIOIIEH YE€JIOBEYECKOE JIOCTOMHCTBO
dbopMe HEHACHMIIBLCTBEHHOW CMEpTH, 3a00JIeBaHMs, CaMOYOWICTBAa, HECYACTHOTO
cirydasi, aBapuH WK KatacTpodsl U (MIIM) UX TTOCIEICTBUM;

3. mpeacraBiisieMas B BUJI€ U300paKEHUsI WJIM OMKMCAHUs MOJOBBIX OTHOIIEHUM
MEXKy MY>KYHMHOU U KECHIIUHOW;

4. copepkamiasi OpaHHbIE CJIOBAa M BBIpAXKEHHUS, HE OTHOCSUIUECST K
HELEH3YpHOU OpaHu.

C yuetom storo Bam mpennararorcst npaBuia paboTel B cetu MHTEepHET aiis
Pa3JIMYHBIX BO3PACTHBIX KATETOPHM, COOIIOICHHE KOTOPBIX MO3BOJIUT 00ECIECUUTh

UH(POPMAIIMOHHYIO O€30MaCHOCTh BAIlIUX JIETEH.

OO0uue npaBuJia 1ist poAUTEICH

1. He3zaBucumo or Bo3pacTta peOEHKa MCHOJB3YWTE MPOrPaMMHOE
obecrniedyeHue, noMorarouiee GuiIbTpoBaTh U KOHTPOJIUPOBATh UH(POPMALIUIO, HO HE
1oJIaraiTeCh MOJHOCTHIO HA Hero. Bame BHUMaHHE K peOEHKY - IJIaBHBIM METOJ
3aILUTHL.

2. Ecniu Bam peOGeHOK MMeeT akKayHT Ha OJHOM W3 COLMAIbHBIX CEPBHCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru u T.m.), BHUMATEIbHO HM3Y4YUTE, KAKYIO
UH(POPMALIMIO MTOMEIAIOT €0 YYaCTHUKU B CBOMX MpOQMiIAX U Ojorax, BKIIOUYas
doTorpaduu u BUIEO.

3. IlpoBeppTe, C KakKUMU APYTUMH CalTaMu CBS3aH COIMAIbHBIA CEPBUC
Bamero pebenka. Ctpannuku Bamiero pedbenka Moryt ObITh 0€30MacHBIMH, HO
MOTYT U COJAEPXaTh CCHUIKM HA HEXEJNaTeJIbHbIE W ONAcCHbIE CalThl (Harpumep,
HNOPHOCANUT, WM CAlT, HA KOTOPOM JpPYr YIOMHHAET HOMEpP COTOBOTO TejaedoHa

Bamero pebenka uiu Bam nomaniauii aapec)



4. Tloowmpsite Bammx pgereil cooOmare 000 BCEM CTPaHHOM WJIU
OTTAJIKMBAIOLIEM M HE CIMIIKOM OCTPO pearupymre, KOrjaa OHM 3TO JENAroT (U3-3a
OMACEeHMs] TOTepATh AOCTyn K HHTepHETYy AeTH He TOBOPAT POAMUTENSM O
npobiieMax, a Tak’kKe MOTYT HauaTh UCTIOJIb30BaTh IHTEpHET BHE IoMa U IIKOJIBI).

5. byawTe B Kypce ceTeBol xu3HM Bamiero pedenka. MHTepecyliTech, KTO HX

py3bs B IHTEpHET Tak ke, KaK HHTEPECYETECh PEANBHBIMU APY3bSIMH.

Bo3pact ot 7 10 8 ser

B NHTepHeTe peOEHOK cTapaeTcsl MOCETUTh T€ WM UHBIE CAlThI, @ BO3MOYKHO
Y 4aTbl, pa3pelieHue Ha IMOCEIIEHUE KOTOPBIX OH HE MOJYYHJI Obl OT pOAMUTENCH.
[ToaToMy ponutensiMm OCOOCHHO TMOJ€3Hbl OyIyT T€ OTYEeThl, KOTOpPHIE
IPENOCTABISAIOTCS MPOrpaMMaMH 10 OTPAaHUYEHHUIO UCIOJIb30BaHUsl MHTepHeTa,
T.e. POOUTENbCKUI KOHTPOJIb WM TO, YTO Bbl CMOYKETE€ YBHUJIETh BO BPEMEHHBIX
daiinax. B pesynbrare, y peOeHka He OyAEeT OILIYIIECHUS, YTO 3a HUM BEIETCA
IOCTOSTHHBIA KOHTPOJIb, OJIHAKO, POAUTENN OYyIyT MO-IpPEKHEMY 3HATh, KaKHe
caiiTel mocemaer uMx pebeHok. JleTh B JaHHOM Bo3pacTe 00J1aJjal0T CHIIbHBIM
YyBCTBOM CEMbH, OHU JIOBEPUMBHI U HE COMHEBAIOTCS B aBTOpuTeTax. OHU JTHO0ST
UrpaTh B CETEBBIE UIPbl M IIyTEHIECTBOBATh MO IHTEpHETY, HUCHONB3YA
ANIEKTPOHHYIO TMOYTY, 3aXOJAMTh HAa CAWTBl M 4YaTbhl, HE PEKOMEHIOBaHHbBIC

POOUTCIIMU.

CoBeTnl 110 6e30macHoCTH B ceTu MIuTepHeT ans nereit 7 - 8 et

1. Co3pmaiiTe cnuCcOK JOMAIIHUX MpaBui noceuieHust HTepHeTa npu y4acTuu
neTel U TpeOyiTe ero BIMOTHEHUS.

2. TpebOyiite ot Bamero pebGeHka coOMOICHUS BPEMEHHBIX HOPM
HaXOXJeHus 3a KommnbloTepoM. [lokaxkure pedbeHky, uro Bl HabmonaeTe 3a HUM
HEe noTtomMy uto Bam 3T0 xouercs, a moToMy uTo Bbl OecrnokouTech O €ro
0€30MacHOCTH U BCETJ]a TOTOBBI €My TTIOMOYb.

3. Kommnbliotep ¢ noakirodeHueM kK HTepHeTy JA0KEH HaXOJIUThCS B OOIIeH
KOMHATE MOJi MPUCMOTPOM POAUTEIIEH.

4. Vcnonb3yiTe cienuaibHble JETCKUE TOMCKOBBIE MAILIMHBI.

5. Hcnonw3yiite cpenctBa OJOKMPOBAHUSI HEXKEIATEILHOIO KOHTEHTA Kak



JIOTIOJTHEHHUE K CTaHJAPTHOMY PoAMTENbCKOMY KOHTPOJIIO.

6. Co3maiiTe CeMEHHBIN SJICKTPOHHBIM SIIIMK, YTOOBI HE ITO3BOJIUTH JIECTSIM
UMETh COOCTBEHHBIE ajpeca.

7. bnokupyiTe NOCTYyN K callTaM ¢ OECIIaTHBIMU MOYTOBBIMU SIIIUKAMU C
MOMOIIBIO COOTBETCTBYIOIIETO MPOrPaMMHOT0 00€CIIeYEHUSI.

8. Ilpuyunre nerelr coBeroBaTbcs ¢ Bamu mepen omyOJMKOBaHMEM KakoOil-
160 uH(pOpMAIUU CPEJACTBAMHU SJCKTPOHHOU IMOYTHI, YATOB, PETUCTPAIIMOHHBIX
dbopm u ipoduiei.

9. Hayuwure neteit He 3arpyskathb (hailsibl, IpOrpaMMbl WJIU MY3bIKY 0€3 Ballero
coriacusi.

10. He paszpemaiiTe AeTsM UCIOJIB30BaTh CIYyKObl MTHOBEHHOIO OOMEHa
COOOILIEHUSIMH.

11. B "Oenbiit" cnucok caiiTOB, pa3pelIeHHBIX JJIS MOCEHIEHUs, BHOCUTE
TOJIBKO CaWTBI C XOPOUIEN PEMyTalueH.

12. He 3abbiBaiiTe OGecenoBath C IeThbMU 00 MX JApYy3bsix B MHTepHeTe, Kak
eci Obl pedb IUIa O APY3bIX B peabHON KU3HHU.

13. He nemaiite "Taby" w3 BOIPOCOB MOJIOBOH KM3HU, TaK Kak B IHTepHETE
JIETH MOTYT JIETKO HATKHYTHCS HA TOPHOTpadUIo WM CalThl "[J1s1 B3pOCHbIX".

14. Tlpuyuute Bamero pebenka cooOmaTe BaM O JIOOBIX yIrpo3ax WIH
TpeBorax, cBsizaHHbIX ¢ MHTepHeToM. OcTaBalTeCh CIOKOWHBIMU M HAllOMHUTE
JETSIM, YTO OHM B 0€30MACHOCTH, €CIIU CaMM PAcCKazajld BaM O CBOUX TPEBOTaX.

[ToxBanuTe UX U OCOBETYHTE MOJAOUTH €Il pa3 B MOJOOHBIX CITydasx.

Bospact gereit ot 9 10 12 et

B nmaHHOM BoO3pacTte AeTH, Kak MPaBHIIO, YK€ HACIBIIMIAHBI O TOM, Kakas
uHpopMmanus cymectsyeT B IHTepHeTe. CoBeplieHHO HOPMAJIbHO, YTO OHU XOTST
3TO YBHUJETh, MPOYECTb, YCIHbIMATh. [I[py 3TOM HYXHO NOMHHUTH, YTO JOCTYN K
HEeXXeJlaTeJIbHBIM MaTepraiaM MOKHO JIETKO 3a0JI0OKMpOBaTh IPU MOMOIIU CPE/ICTB

Poaurenbckoro KOHTPOJIS.

CoBertnl 110 0e301acHOCTH A1 AeTer oT 9 1o 12 ner

1. Co3pmaiiTe cIMCOK JOMAIIHUX ITPaBWII MOcCelleHns] VIHTepHeT npu y4acTuu



JeTel U TpeOyiTe ero BHIMOTHEHUS.

2. TpeOyiite or Bamero pebeHka CcOONIOACHUS HOPM HaXOXKIACHUSA 3a
KOMITHIOTEPOM.

3. HaGmronaiite 3a peOeHKOM Tpu pabOTe 32 KOMMBIOTEPOM, MOKKHUTE €My,
yT0 BhI OecriokonTech 0 ero 6€30MacHOCTH U BCET1a TOTOBBI 0Ka3aTh EMY MTOMOIIIb.

4. KoMmbloTep ¢ nojkirodeHneM B VIHTEpHET JOJKEH HaXOJUThCS B OOLIen
KOMHATE MO/ MPUCMOTPOM POJIUTEIICH.

5. Hcnonp3yiite cpeactBa OJOKMPOBAHUS HEXKENATEILHOTO KOHTEHTa Kak
JIOTIOJIHEHUE K CTaHIApTHOMY PoauTenbcKoMy KOHTPOJIIO.

6. He 3a0bIBaiiTe mpuHUMATh HETIOCPEICTBEHHOE y4acTUE B KU3HU PeOCHKa,
Oecen0BaTh C I€ThbMU 00 UX APY3bsix B IHTEpHETE.

7. HacrauBaiiTe, 4TOOBI I€TH HUKOTIa HE COTJIANIAIIUCH HA JINYHBIE BCTPEUH C
Ipy3bsamu 1o MlaTepHery.

8. Ilo3BomsiiTe OETAM 3aXOAUTh TOJBKO Ha caWThl W3 "Oemoro" cCImcKa,
KOTOPBIN CO3JaNTE BMECTE C HUMM.

9. IlpuyuunTe neTei HUKOTAA HE BbIJIaBaTh JUUHYIO HH(POPMAIHIO CPEICTBAMHU
AJIEKTPOHHON TMOYTHI, YaTOB, CHCTEM MIHOBEHHOIO OOMEHa COOOIICHUSIMH,
PEruCTpalluOHHBIX (HOPM, TUYHBIX MPOGUIIEH U MPU PETUCTPAIIMN HA KOHKYPCHI B
WNHurepuere.

10. Tlpuyuute neteil He 3arpykaTh mporpammbl 0e3 Bamiero paspemieHusl.
OObsICHUTE MM, YTO OHM MOTYT CIy4YailHO 3arpy3uTh BHUPYCbl WM JpPYyroe
HEXeJaTeIbHOE TPOrPaMMHOE 00ECIICUCHHUE.

11. Co3naiite Bammemy peOeHKY OrpaHMUYEHHYIO YYETHYIO 3alHCh ISl paOOThI
Ha KOMIIBIOTEPE.

12. Ilpuyunte Bamero pebGeHka cooOmarh BaM O JIOOBIX yrpo3ax WIH
TpeBOTrax, cBsizaHHbIX ¢ UHTepHeTOM. HanmomMHuTe 1eTM, 4TO OHU B O€30MaCHOCTH,
€CJIM CAMU PACcCKa3ajiu BaM O CBOMX TPEBOTaX U OMACCHUSIX.

13. Pacckaxure aetsm o nopHorpaduu B UnTepHere.

14. HacrauBaiiTe Ha TOM, 4TOOBI JE€TU MPEIOCTABISUIM BaM JOCTYI K CBOEH
AJIEKTPOHHOM 1OYTe, YTOOBI BBl yOCIUITUCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMITAMHU.

15. OObsicHUTE AETSM, YTO HENb3sl UCIOJIb30BaTh CETh IS XYJIUTAHCTBA,

pacripocTpaHeHUsI CIUIETEH WU YTIPO3.



Bo3pact geteii oT 13 10 17 ser

B »sTOoM BO3pacTe MOAPOCTKH AKTHUBHO HCMOJB3YIOT MOMCKOBBIC MAaIIUHBI,
MOJIL3YIOTCSL  AJEKTPOHHOM  MOYTOM, Ciy:kK0aMM  MIHOBEHHOro  OOMEHa
COOOIICHUSIMH, CKAUMBAIOT MY3bIKYy M (UIbMBL. MallbudkaM B 3TOM BO3pacTe
OoJipllle TIO HpPAaBYy CMeETaTh BCE OTPAHMUYCHMS, OHHM KaXIyT rpydboro romopa,
a3apTHBIX TP, KaPTUHOK "IJIs B3pOCbIX". J[EBOUKH MPEAIOYUTAOT OOIIaThCS B
yatax, 0OpU OSTOM OHHU Topa3no Oojee YyBCTBUTENbHBI K CEKCyalbHbIM
nomorarenbcTBaM B MIHTepHeTe.

3adyacTylo B JIaHHOM BO3pacT€ pOJUTENSIM YK€ BECbMa  CJIOKHO
KOHTPOJIMPOBATh CBOUX JIeTel, Tak Kak 00 IHTepHeTe OHU YK€ 3HAIOT 3HAYUTEIIBHO
OosbIie cBOMX poauTeneid. TeM He MEHee, HEe OTIyCKaiTe nered B "CBOOOIHOE
miaBanue" mno HMutepuery. CrapaiiTech aKTHBHO Y4acTBOBaTh B OOILEHUU
pebenka B HTepHeTe.

BaxxHo mo-npexkHeMy cTporo coOirofaTh npaBuia MHTEpHET-0€30MacHOCTH -
COTJIallIEHUE MEXIY POJIUTEISIMHU U 1eTbMU. KpoMe Toro, He06X01uMO Kak MOKHO
yamie NpocMaTpuBaTh OTYETHI O JAesTenbHOCTH AeTedl B Murepuere. Cremyer
oOpaTUTh BHHMMaHHE Ha HEOOXOAMMOCTb COJEpP’KaHUS POAUTEIHCKUX MapoJieh
(maposnieil agMUHUCTPATOPOB) B CTPOTOM CEKpET€ W OOpaTUTh BHHMaHUE Ha

CTPOTOCTh ITUX MAPOJIEH.

CoBeTnl 110 6€30MacCHOCTU B 3TOM Bo3pacte oT 13 g0 17 ner

1. Co3paiiTe cnvcoK TOMaIIHUX NpaBui noceuenuss MHTepHeTa npu yyacTuu
MOJIPOCTKOB U TpeOyiTe 0€3yCI0BHOrO €ro BhiNoHeHUs. O6roBopute ¢ peOEHKOM
CIIMCOK 3aMpelleHHbIX caiToB ("dyepHblid cnucok'), yacel padotel B UHTEpHETE,
PYKOBOJICTBO 110 0011IeHuI0 B IHTepHeTe (B TOM YUCIIe B YaTax).

2. Kommbrotep ¢ moakiaoueHueM K ceTu MHTepHEeT NOMKEH HaXOAUThCS B
o011eil KOMHaTe.

3. He 3a0bIBaiiTe OecenoBaTh ¢ AeTbMHU 00 UX ApPY3bsiX B MIHTepHETe, O TOM,
YEM OHU 3aHATHI TAKMM 00pa3oM, OyIATO peub UAET O APY3bsIX B PEaTbHON KU3HH.
CrpammuBaiiTe 0 JIOJAX, C KOTOPHIMH JETH OOHIAIOTCA TOCPEJCTBOM CIYKO

MTHOBEHHOTO OOMEHa COOOIEHUSIMU, YTOObI YOEIUTHCS, YTO 3TU JIOAU UM



3HAKOMBI.

4. Wcnonw3yiiTe cpenctBa OJOKMPOBAHUS HEXKEIATEIBHOTO KOHTEHTAa Kak
JOTIOJTHEHUE K CTaHAApPTHOMY POIUTENHECKOMY KOHTPOJIIO.

5. HeoO6xoaumo 3HaTh, KAKMMH YaTaMu Noyb3ytorca Bamu netu. [oowmpsiite
UCIOJIb30BaHUE MOJIEPUPYEMBIX YATOB U HACTauBaiTe, YTOOBI J€TH HE OOLIAINCH B
IPUBATHOM pPEKUME.

6. HacrauBaiiTe Ha TOM, 4TOOBI JETH HUKOI/IAa HE BCTPEUAIUCH JIMYHO C
Ipy3bsiMU U3 cetu VIHTEepHeT.

7. llpuyunte netel HE BBIAABATh CBOIO JUYHYIO MH(POPMAIUIO CPEICTBAMU
3JIGKTPOHHOM TMOYTHI, YaTOB, CHCTEM MIHOBEHHOI'O OOMEHa COOOUICHUSIMH,
pPErucTpalMoOHHBIX (HOPM, TUUHBIX NPOUIIEH U MPU PETUCTPAIIMU HA KOHKYPCHI B
HNurepuere.

8. Ilpuyuure nereil He 3arpyxarb mnporpammsl 0e3 Bamero paspemienus.
OOBsSICHUTE MM, YTO OHHM MOIYT CIy4alHO 3arpy3uTh BHUPYCHl WM JApPYyroe
HEXXeJlaTeJIbHOE MPOorpaMMHOe o0ecrieueHue.

9. Ilpuyunte Bamero pebenka cooOmarb BaM O JIOOBIX yIrpo3ax WU
TpPEBOTrax, CBs3aHHbIX ¢ IHTepHeTOM. HamoMHuUTE 1E€TAM, 4YTO OHH B O€30IIaCHOCTH,
€CJIM CaMHU pacCKasald BaM, O CBOMX yrpo3ax Hiau TpeBorax. [loxBamure ux u
MOCOBETYHUTE MOJOUTH €llle pa3 B MOJOOHBIX CITydasXx.

10. Pacckaxure nperssm o mnopHorpadum B HWurepuere. Ilomorure wum
3aIIUTUTBCA OT crama. Hayuure moapocTkoB He BblAaBaTh B MIHTEpHETE cBOEro
pEaNIbHOrO0 AJIEKTPOHHOI'O aJpeca, HE OTBEYaTh HAa HEKEJaTelbHbIE MUChbMA H
UCIIOJIb30BaTh CHELMAIbHBIE TOUTOBBIE (PUIBTPHI.

11. IIpuyuute ceOst 3HAKOMUTHLCS C CalTaMH, KOTOPBIE MOCEIIA0T MOIPOCTKH.

12. Hayuute neteil yBaxkaTh IpYyTruX B UHTEpHETE. Y OEIUTECH, YUTO OHU 3HAIOT
O TOM, YTO IIPaBUJIa XOPOILIETO ITOBEIEHUS JCHUCTBYIOT BE3/IE - XK€ B BUPTYyAIIbHOM
MUDE.

13. O6BsicHUTE EeTSIM, YTO HU B KOEM CiTydae HENb3s UCIOIb30BaTh CeTh JIs
XYJIUTaHCTBA, PACTIPOCTPAHEHUSI CIUIETEH WM YTPO3 IPYTUM JHOJISIM.

14. Ob6cynure ¢ MOAPOCTKAMU MPOOJEMBI CETEBBIX a3apTHBIX HMIP M MX
BO3MOXHBIN pruck. HanoMmHuTE, 4TO 1€TH HE MOTYT UIPaTh B 3TH UIPBI COIVIACHO

3aKOHY.



[TocTosiHHO KOHTpoOsMpyiiTe ucnosib3oBaHue MHTepHera Bamum pedenkom!
OTO HE HapyUIEHUE €ro JMYHOIO IPOCTPAHCTBA, a MEpa IMPENOCTOPOKHOCTH U

nposBieHue Bamieil poauTenbckoil OTBETCTBEHHOCTH U 3a00THI.



